Gladiator ESM (Enterprise Security Monitoring)

‘ Do you use a JHA core software system and want the peace of

mind that comes from knowing that your core is secure?

Is your institution taking steps to proactively protect itself
from costly information security threats?

Is your institution able to detect fraudulent activities by
employees as well as thwart external threats?

Are you addressing red flag activities as mandated by recent
regulatory guidance regarding identity theft?

Gladiator ESM core
monitoring solution is

a security monitoring
layer designed to handle
the demands of today’s
regulatory mandates
regarding information
security threats, including
identity theft.

With Gladiator ESM, your JHA core system is monitored 24x7x365
by expert security analysts with extensive knowledge of the
latest intrusion trends. Whether you seek protection for your core
system from outside hack attempts or from unauthorized internal
actions that cause security breaches, Gladiator ESM has you
covered with the latest intrusion prevention services.

ESM assists institutions in complying with
regulatory mandates. Gladiator understands that in today’s
regulatory environment protecting customers’ non-public
information and guarding against identity theft have never been
more critical to your business operations. Our Enterprise Security
Monitoring layer can help protect clients against “red flag”
activities as mandated by the recent ID Theft Prevention Program
Guidance (requiring compliance by November 1,2008) as a result
of the FACT ACT modifications.

ESM helps you to be proactive in managing security
threats because pre-emptive measures are in place
to track key security and performance events in
your core system, capture “audit events,” and flag
any items that require immediate attention. ESM
alerts are correlated into high, medium, and low designations and
also into informational categories that indicate the status of your
system and accounts in an organized and timely manner. To help
you better manage information security within your enterprise,
ESM provides easy-to-understand reports that support the
related regulatory guidelines.

GLADIATOR

TECHNOLOGY A PROFITSTARS'SOLUTION

Gladiator works exclusively with
financial institutions, and is endorsed
by leading national industry vendors,
associations, and industry experts. Our staff
of professionals will work with you to
properly manage your technology, guard
non-public confidential information,
protect your reputation, and help prevent
security breaches. And, you can rely on our
comprehensive knowledge of FFIEC
guidance to help you pass your next IT
exam.

Other Gladiator Services Include:

* Network Intrusion Prevention

+ Firewall Monitoring and Management

+ Email Filtering and Encryption

* Executive and System-level
Reporting

« Server Intrusion Prevention and
Event Log Analysis

* Security Assessments

* Vulnerability Assessments

* Penetration Tests

+ Information Security Program

* Network/Internet Systems & Security
Manual

+ ID Theft Prevention Policy
* Remote Deposit Capture Policy
+ Compliance Package

+ eSAT (electronic Security Awareness
Training)

Please contact your Gladiator representative to get

more details regarding our ESM solution including
the types of key areas monitored.
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